GOLD FRAUD RED FLAGS
IN EAST AFRICA

TRANSACTION, SELLER & BEHAVIORAL INDICATORS:
UGANDA, KENYA, TANZANIA & DRC
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CORE PRINCIPLE: LEGITIMATE GOLD TRADE IN EAST AFRICA IS STRAIGHTFORWARD.
ANY DEVIATION IS A FRAUD SIGNAL.

GLOBAL RISK ADVISORY



TRANSACTION RED FLAGS:
ADVANCE FEE REQUESTS.

SCAM INDICATOR N _ LEGITIMATE PROCESS

Any demand for upfront payments: Seller Brings Gold to i
Buyer’s Office

A\ Legal Fees Al —

A EKE}DFF laxes —_— Assay & Verification

/A Shipping Costs i (Purity Check)

A\ Security Deposits = \:

DEFINITIVE SCAM SIGNAL.

PAYMENT ONLY AFTER DELIVERY & VERIFICATION.

CORE PRINCIPLE: LEGITIMATE GOLD TRADE IN EAST AFRICA IS STRAIGHTFORWARD.
ANY DEVIATION IS A FRAUD SIGNAL.
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RED FLAGS: SECURITY HOUSE SCHEMES & FCO ANOMALIES

Specific Transaction & Document Fraud Indicators

= e

SECURITY HOUSE SCHEMES

%l FULL CORPORATE OFFER (FCO)

= |H P it =& NAIVE BUYERS
DEMAND — ||/ & CHARGES
UPFRONT I psEUD0-OFFicIAL [ g @ (IMPRESSION)
'ACCESS () ADDITIONAL = il
—— @—* > STORAGE FEES — | ——>
FABRICATED TERM
SECURITY I . @ e e NO GLOBAL BASIS
BRIBES & DOCUMENT ( )
HOUSE =2 permiTs
ENDLESS NEW CHARGES UNKNOWN IN GLOBAL TRADE,
& NO GOLD EXISTS INVENTED FOR FRAUD
CLAIM: Gold locked in security houses demanding access FACT: The term "Full Corporate Offer’ is UNKNOWN in legitimate
fees is FICTION. Payment triggers endless new charges. international trade, invented solely to impress naive buyers.

CORE PRINCIPLE: Legitimate gold trade in East Africa is straightforward—sellers bring gold to established buyer offices
for assay and immediate payment. Any deviation from this simplicity is a FRAUD SIGNAL.



SELLER CHARACTERISTICS & BEHAVIOR:
VERIFYING PREMISES & PROFESSIONALISM

Contrasting Legitimate Operations with Fraudulent Red Flags

LEGITIMATE DEALERS
(PROFESSIONAL & PERMANENT)

ﬂD

Operate from Established, Verifiable | &=
Premises with Physical Office - HOTEL

H' '..l._ H SUITE/RENTAL
Possess Valid Mining or Export — == oo
Licenses & Permits LICENSED GOLD |

EXPORTERS 0 Oo0Oo|e

Demonstrate Permanent Infrastructure 0 O0o|o
(Staff, Paperwork, Equipment) a O
Follow Standard Procedures & )
Legal Compliance PN

FRAUDULENT SELLERS

(TEMPORARY & EVASIVE) .| /

Meetings Proposed in Hotels, Empty
Rooms, or Temporary Rentals

Lacks Permanent Infrastructure,
Staff, & Essential Paperwork

Evasive About Business Location;
Unable to Verify Lease

Signals Intent to Vanish After
Collecting Upfront Fees

CORE PRINCIPLE LEG!TIMATE GOLD TRADE IN EAST AFR!CA IS STRAIGHTFORWARD

ANY DEVIATION IS A FRAUD SIGNAL.
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PRICING & PRODUCT ANOMALIES:
RED FLAGS FOR GOLD FRAUD IN EAST AFRICA

SCAM INDICATORS: FIXED LOW PRICES & PREMATURE QUANTITY FOCUS

SCAMMER'S APPROACH (RED FLAGS) LEGITIMATE PROCESS (CORRECT BEHAVIOR)
Ty |n Prices Below Market Value Buyer Sets Price (London Fix)

'%/.(@ Offers significantly under global market price are Globally, gold BUYERS establish pricing based on
guaranteed scams. Scammers dictate fixed, low | D [l ‘ | London benchmarks. Genuine sellers prioritize
prices to bait victims. getting the best market price, negotiating UPWARD.
B |mmediate Quantity Focus Verification Before Quantity
Rushing to ask “how many kilos?" without proper Legitimate sellers always ask what price you'll pay
vetting. Gold is not sold like common commodities; and require extensive due diligence (licenses,

® legitimate transactions require extensive assay) BEFORE discussing quantity.

verification first.

CORE PRINCIPLE: Legitimate sellers negotiate upward based on established buyer rates and market benchmarks.
Any deviation, especially fixed low prices or premature quantity demands, is a fraud signal.
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SELLER CHARACTERISTICS & BEHAVIOR:
PSYCHOLOGICAL MANIPULATION & FALSE PROOF

FALSE DOCUMENTATION NARRATIVE MANIPULATION
¥ & PROOF ¥ & SOCIAL ENGINEERING () THE ONLY VALID PROOF
Passport/Document o Inheritance Claims
Showcasing % » Tales of inheriting gold from
« Documents prove nothing; ? celebrities or officials are classic
only the physical metal ——  advance-fee fraud.
matters.

» Used to create false trust.

Name-Dropping
» Mentioning presidents or generals
[N is a manipulation tactic to establish PHYSICAL INSPECTION &
" " BraaP credibility without basis. ~ ASSAYING.
= 5B Pntnsﬁl'! Ed”? asl P“;“ Legitimate transactions occur
, =1 * Personalized visuals an : . i
“gold” images are easily ‘Beautiful Women’ Brokers i thq tl;qyers ?ttathhEd ﬂit‘ﬁce
¢ 1 fabricated for social media- + Using charm instead of business withimme "_a e p?“ymen
style proofing. credentials is a social engineering upon verification.
scam.

GLOBAL RISK ADVISORY



PRICE & MARKET ANOMALIES: THE “HALF-PRICE”
OFFER IS A GUARANTEED FRAUD

EAST AFRICA (UGANDA, KENYA, TANZANIA & DRC) - ANALYTICAL FRAMEWORK

FRAUDULENT OFFER (THE RED FLAG) LEGITIMATE REALITY (THE MARKET NORM)

GLOBAL
~=s MARKET
RATES

$30,000 PER KG
(OFFER)

$60,000 PER KG
(MARKET)

SCAM INDICATOR: OFFERS AT HALF WORLD PRICE. MARKET PRINCIPLE: MINERS HAVE STEADY BUYERS
CHEAP GOLD EXISTS ONLY IN IMAGINATION AND AT GLOBAL RATES; NOBODY HUNTS RANDOM
ADVANCE-FEE SCRIPTS. FOREIGNERS TO LOSE MONEY.
Why It's a Scam Valid Operations
UNREALISTIC DISCOUNT: LEGITIMATE MINERS DO NOT surh ESTABLISHED CHANNELS: AUTHENTIC SELLERS HAVE
UNDERCUT GLOBAL RATES. ﬁ EXISTING, RELIABLE BUYER NETWORKS.
FEE EXTRACTION TACTIC: LOW PRICE BAIT IS ;‘?\ STRAICGHTFORWARD TRADE: TRANSACTIONS ARE SIMPLE,
DESIGNED TO SOLICIT UPFRONT PAYMENTS. Y DIRECT, AND ASSAY-VERIFIED, WITHOUT DISCOUNTING.

CORE PRINCIPLE: LEGITIMATE GOLD TRADE IS STRAIGHTFORWARD.
ANY PRICE DEVIATION FROM GLOBAL BENCHMARKS IS A FRAUD SIGNAL.



GOLD FRAUD RED FLAGS IN EAST AFRICA

UNSOLICITED COLD EMAILS & BULK OFFERS: LOGISTICALLY IMPOSSIBLE SCAMS

[ |. THE SCAM: COLD EMAIL PROMISES

-
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N,
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\

Result:
Non-Existent Cargo

"l»,|

f-

~

J

Unsolicited Cold A
Emails: Promising .
Kilos or Tonnes from Logistically
Small-Scale Brokers Impossible
W \
O 3y
=% &
Goal: Hook
Intermediaries

7

LS

‘Release’ Fees

Result:

Non-Existent Cargo

1\

S

4 ™
Real Miners:
Work through
Established >
Off-Takers

_.x

L8

Straightforward
Transactions:
Deliver Gold,
Assay, Receive
Payment

~

r—;

A

J @ THEREALITY: LEGITIMATE TRADE

e

.,

Verified
Processes &
Secure Channels

e

Result:
Legitimate,
Simpler Trade

!

CORE PRINCIPLE: Legitimate gold trade in East Africa is straightforward—any deviation, like complex bulk cold offers, is a fraud signal.
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PRODUCT & PRICING ANOMALIES: VISUAL & SENSORY RED FLAGS

Distinguishing Fake Gold from Legitimate Products through Physical Inspection and Documentation

FAKE GOLD INDICATORS ™ AUTHENTIC GOLD CHARACTERISTICS
o Uniform, Button-like Nuggets & o . « Mirror-Smooth, Ext vD )
09 % Dusty Powder M:EL G";?; RIIEY RHISe N\

Manufactured appearance, not natural

: High density, flawless surface after
formation; dust often brass J Y

professional melting

» Oversized Dull Bars & Density Error ™

Bars too large for weight; poor density
correlation @ » Tasteless & High Purity €2
7 BT Real gold is inert and tasteless

« Wrong Surface Texture & Metallic Taste ™

Grainy brass vs. mirror-smooth gold; brass
has a metallic taste

OFFICIAL ASSAY « Accompanied by Licensed Lab Assays

REPORT
Verified by independent, licensed

« Fantasy Terms (e.g., ‘Aurum Utalium') & ™ testing Iabioratories

Homemade Certificates L

Non-existent scientific terms; obsolete, i
easily counterfeited documents

W

-
W |

CORE PRINCIPLE REMINDER: Legitimate trade relies on export licenses, official assays, and government compliance, not homemade certificates.



DOCUMENTATION & PROCEDURES: RED FLAGS &
REALITY

OBSOLETE & FABRICATED PROPS (SCAM INDICATORS) LEGITIMATE LEGAL EXPORT REQUIREMENTS
LU OWMSTSHID G T UTEatas Q Government Licenses & Permits
No legal basis in legitimate trade. E ; S
Easily counterfeited and irrelevant, ﬂ_ﬂ_ Essential government authorization for export.
Lineage Papers & Inheritance Claims 0 Verified Assay Reports (Licensed Labs)
Stories of inherited gold are classic advance-fee — Official purity verification from recognized
fraud. Legal export does not rely on lineage. P =§’2 institutions.
Complicated Procedural Flowcharts Q = R oyalty Payment Receipts
Excessive bureaucratic discussion targets g == . :
foreigners. Legitimate trade is straightforward. @; Proof of required taxes paid to the state.

CORE PRINCIPLE: Legitimate export depends on government licences, verified assays
and royalty receipts; anything else distracts from the absence of real metal.
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DOCUMENTATION DEMANDS & IDENTITY THEFT RISKS.
RED FLAG: PRE-MEETING REQUESTS FOR PERSONAL & BUSINESS PAPERS

UNVERIFIED DEMANDS

",‘

PASSPORT

BUSINESS

—_— L)
1234 SATS 5687 1990

{A.IIII'.I.HII ﬂ

» DEMAND FOR PASSPORTS,
COMPANY PAPERS, BANK DETAILS
BEFORE PHYSICAL MEETING.

» SERVES FOREIGN SCAM NETWORKS
FOR DATA HARVESTING.

-

SCAM NETWORK OPERATIONS

~

4 ™
LEGITIMATE VERIFICATION PROCESS

/

\,

 FORGED IDENTITIES, INVENTED
COMPLIANCE FEES, & DATA
EXPLOITATION.

o CREATE FALSE TRUST & PROFILE
VICTIMS.

/

.

2

OFFRCIAL ASSAY REPORT

r————

e SHARE NOTHING UNTIL IN A
VERIFIABLE OFFICE.

e PHYSICAL INSPECTION & ASSAY OF
REAL GOLD IS MANDATORY.

CORE PFEINCII;LE: _Légitimate gold trade is physical and straightforward. "
Any request for documents before a verified, in-person meeting is a FRAUD SIGNAL.
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BUYER VULNERABILITY & SCAMMER EXPLOITATION

PROFILE INDICATORS, EXPLOITATION TACTICS & MITIGATION STRATEGIES

BUYER VULNERABILITY INDICATORS

(BROADCASTS)
LACK OF STAFF

Solo Operation, No Support Team.

NO OFFICE

Virtual Presence, No Physical Base.

SECURITY GAP

Inadequate Protection Measures.

NO LEGAL COUNSEL

Unadvised, Exposed to Legal Risks.

INSUFFICIENT CAPITAL
Unable to Fund Basic Trade,
Intermediary Target.

NO PRIOR EXPERIENCE

~\

@

-

y

DY |

—

—

New Market Entry, Unfamiliar with Norms.

%
[~

SCAMMER EXPLOITATION
TACTICS (SCAN & TARGET)

Profile Scanning
& Targeting

v

Offering Too-Good-
To-Be-True Deals

v

Advance Fee & Logistics
Fraud Schemes

\

Document Forgery &
Manipulation

v

Romance &
Confidence Scams

N

—

MITIGATION &
CALL TO ACTION

FIX THESE GAPS
OR STEP AWAY

ESTABLISH ROBUST
INFRASTRUCTURE

Secure office, verified staff, legal
counsel, and sufficient capital.

EDUCATE & VERIFY

Conduct thorough internet
research, embassy consultation,
and due diligence before
engagement.

GLOBAL RISK ADVISORY



DUE DILIGENCE CHECKLIST & RISK MITIGATION

A SIMPLE CHECKLIST DEFEATS THE MAJORITY OF FRAUD SCHEMES.

1. VERIFY THROUGH @ 2. CHECK MINING @ 3. INDEPENDENT LAB @

EMBASSY LICENCE ONLINE ASSAY

Consult your national Independently verify the Test random samples at

embassy for vetted seller’s official license and a licensed, reputable

contacts and known scam business registration laboratory before any

warnings. ' payment.

4. CONSULT LOCAL @ 5. COMPARE PRICES @ 6. NEVER PAY @

LAWYERS TO LONDON PM FIX BEFORE DELIVERY

£ (5ot I Verify pricing against Legitimate transactions
ngrgit?gqeﬁgnze % established global market require physical inspection

e e o benchmarks (London Bullion and verification before any

regulatory compliance. Market). funds are transferred.

CORE PRINCIPLE: LEGITIMATE GOLD TRADE IN EAST AFRICA IS STRAIGHTFORWARD.
ANY DEVIATION IS A FRAUD SIGNAL.
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RED FLAGS: COMMUNICATION & PRESENTATION

Unsolicited Contact, Broker Chains, and Contact Discrepancies: Uganda, Kenya, Tanzania & DRC

M FRAUDULENT COMMUNICATION FLOW | '5iaTioN S AFRAUB SIGNAL > LEGITIMATE TRADE PATH
(™ RED FLAGS) | > (£2 VERIFIABLE)
o (€°
UNSOLICITED OFFERS & DIRECT BUYER INQUIRY &
ROMANCE SCAMS ESTABLISHED SELLERS

8 O O%

lHTE’*R"ﬂ;ETE"ﬂ-Ele ROMANCE SCAM INFORMATION  SCAM / FRAUD DIRECT, TRACEABLE ) TRANSPARENT
VARIANTS CONTACTS VERIFICATION
BROKER CHAINS DISCREPANCIES
+ Smoke screens, » Online relationships, « Third-party numbers, « Verified company, - Official channels,
exclusive promises, inheritance stories, unreachable contacts, fixed address, clear legal counsel, due
pyfre!mid of _ advance fee demands no verifiable corporate ownership LEGITIMATE diligence
misinformation address TRANSACTION

[ CORE PRINCIPLE: Legitimate gold trade in East Africa is straightfoward. Any deviation from this simplicity is a fraud signal. J
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COMMUNICATION & CONTACT RED FLAGS:
INDICATORS OF ORGANIZED CRIME

Inconsistent contact information and lack of corporate accountability are
primary indicators of fly-by-night operations and fraud.

- : LEGITIMATE PRACTICE: 9
t\ RED FLAGS: EVASIVE & UNVERIFIABLE CONTACTS ONE ACCOUNTABLE ENTITY
THIRD-PARTY PHONE EPHEMERAL | NO CORPORATE |
REGISTRATIONS MESSAGING PROFILES EMAIL ORLANDLINE
@ .
=) Rt | =
Registered to individuals, Frequent changes in Refusal to provide verifiable INSIST ON A SINGLE, VERIFIABLE CORPORATE ENTITY.
not the company. WhatsApp profiles; no ‘ official communication Legitimate businesses have established, permanent
Numbers often change or fixed business identity or | | channels. Relies on communication channels. Anything less signals
| are unreachable. history. || personal accounts. organized crime. )

CORE PRINCIPLE: Transparency and consistency in communication are non-negotiable for legitimate gold trade.
Obfuscation is a fraud signal.

GLOBAL RISK ADVISORY



LEGITIMATE GOLD TRADE PROCESS vs. FRAUD SIGNALS

LEGITIMATE GOLD TRADE IS STRAIGHTFORWARD

2 . p =
i 2 1. SECURE ‘@ 2. INDEPENDENT 3. IMMEDIATE
_L@_g DELIVERY (>R, VERIFICATION | = PAYMENT

Seller delivers — Independent assay = ¢ Buyer pays cash or
@ metal to buyer's verifies purity and ®)| wire immediately
licensed office. /26 weight. —> upon verification.

/\ FRAUD SIGNALS: ANY DEVIATION IS A RED FLAG [~

N e ™ g )\
M PROCEDURE STORIES B UPFRONT FEES M PHOTO PROOFS ‘. E:EJ:,T_E?#YFROM
Complex bureaucratic Demands for advance Use of personalized Any complex
narratives payments/taxes images/videos alternative methods
\. y 2 N AN J

CORE PRINCIPLE: If it's not simple, it's likely a scam.
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GOLD FRAUD RED FLAGS: KEY PREVENTION RULES & CORE PRINCIPLE

SAFE PRACTICES TO ELIMINATE 99% OF SCAMS

CRITICAL RULES (DO'S) RED FLAGS (DON'TS)

¢ VERIFY LICENSES & OFFICES IGNORE "TOO-GOOD" PRICES
%" (Physical Inspection) (Below Market Value)

¢ ) ASSAY EVERY GRAM REFUSE ADVANCE PAYMENTS
¥ (Official Labs) (Any Upfront Fees)

AVOID "GOLD IN TRANSIT" OFFERS
(Unverifiable)

REJECT "CASH & CARRY"
(lllegal in East Africa)

"
. . .
¥
"'l. I
e

@?@@ TRANSACT FACE-TO-FACE
(After Inspection & Verification)

I‘.:i.

CORE PRINCIPLE: Legitimate gold trade in East Africa is straightforward—sellers bring

gold to established buyer offices, it's assayed, and cash is paid immediately.
ANY DEVIATION IS A FRAUD SIGNAL.
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